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Abstract 

Tether is a crypto token based on top of Bitcoin and Ethereum’s 

blockchains, the value of which is pegged to the US dollar by centralised 

USD reserves. There is scepticism about Tether, with accusations that the 

system is not backed by sufficient reserves. We think that this Tether 

scepticism is mostly focused on the wrong issue. We have found possible 

evidence in published financial data that the impact of Tether is visible in 

Puerto Rico’s banking system. Tether is likely to be, or is already, 

encountering problems related to regulation and we think this should be 

the primary long-term concern for Tether holders. We then further analyse 

Q1 2018 financial information released by financial regulators in Puerto 

Rico. Lastly, we discuss Tether’s hunt for a reserve bank after speculating 

that Tether is moving its reserves out of Noble Bank. 

(Source: Coindesk) 
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Part 1 – 18 February 2018 

About Tether 

Tether is a scheme that allows fiat currencies such as the US dollar to be used on 

the Bitcoin (and Ethereum) blockchain. The abstract of the Tether white 

paper explains: 

“A digital token backed by fiat currency provides individuals and 

organizations with a robust and decentralized method of exchanging 

value while using a familiar accounting unit. The innovation of blockchains 

is an auditable and cryptographically secured global ledger. Asset-backed 

token issuers and other market participants can take advantage of 

blockchain technology, along with embedded consensus systems, to 

transact in familiar, less volatile currencies and assets. In order to 

maintain accountability and to ensure stability in exchange price, we 

propose a method to maintain a one-to-one reserve ratio between a 

cryptocurrency token, called tethers, and its associated realworld asset, 

fiat currency. This method uses the Bitcoin blockchain, proof of reserves, 

and other audit methods to prove that issued tokens are fully backed and 

reserved at all times” 

 

The Tether token therefore exists on top of the Bitcoin and Ethereum blockchains, 

with around 97% and 3% of its tokens existing on each chain respectively. On 

Bitcoin, its tokens exist similarly to coloured coins and use the Omni layer, whose 

protocols interpret extra meaning from some surplus Bitcoin transaction data — 

for example, the creation or transfer of Tether. 

 

The primary use case of Tether appears to be financial speculation, with many 

exchanges allowing their customers to buy and sell Tether in exchange for crypto 

tokens such as Bitcoin. Currently, around 2.2 billion Tether, representing US$2.2 

billion, exist. As the chart below illustrates, about 85% of Tether holders are known, 

with the largest holders being the biggest crypto token exchanges. There is likely to 

be some mechanism by which these large holders can redeem Tether directly for 

USD, which we speculate on at a later point in this report. 

 

 

 

 

 

 

 

 

 
 

https://blog.bitmex.com/wp-content/uploads/2018/02/TetherWhitePaper.pdf
https://blog.bitmex.com/wp-content/uploads/2018/02/TetherWhitePaper.pdf
http://omniexplorer.info/lookupadd.aspx?address=3MbYQMMmSkC3AgWkj9FMo5LsPTW1zBTwXL
https://etherscan.io/token/0xdac17f958d2ee523a2206206994597c13d831ec7
https://en.bitcoin.it/wiki/Colored_Coins
http://www.omnilayer.org/
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Figure 1 – Largest holders of Tether - $US million 

 
Tether owners in February 2018 listed in millions of USD.  

(Source: Tether rich list, Tether transparency report) 

 

It appears as if the Tether treasury wallet was hacked in November 2017. US$31 

million was stolen and sent to an external Bitcoin address, where it remains in 

quarantine. On 21 November, Tether released a forked client of OmniCore. This 

froze the stolen funds and was essentially a hardfork of the Omni layer. Since the 

Tether company backs the Tether token with real USD, Tether users had to 

upgrade, since Tether would obviously only back the tokens on their chosen side of 

the fork. As Tether put it: 

 

“We strongly urge all Tether integrators to install this 

software immediately.” 

 

The hacking incident demonstrated that Tether is effectively in complete control of 

the ledger, as they can force a hardfork at will and reverse any transaction — 

although there may not have been any doubt about Tether’s control beforehand. 

This raises the question of why Tether bothers to put the database on the Bitcoin 

and Ethereum blockchains at all — it would be far cheaper for Tether to create its 

own public database without needing to pay fees to the miners. Although the 

Tether company was and is able to freeze funds, the process is technically difficult 

and time consuming, as it requires new software to be written and released and for 

all Tether exchanges to upgrade. 

Who controls Tether? 
 

The Tether “About us” page only appeared between 5 December 2017 and 7 

December 2017, and it revealed that Tether had the same management team as 

the Bitfinex exchange, as the table below illustrates. This is approximately 

when Tether is said to have received a subpoena from the US Commodities Futures 

Trading Commission (6 December 2017). Prior to this point, Tether did not disclose 

its management team — on the website, at least — although it was widely believed 

that Bitfinex was behind Tether. The timing appears to suggest that the subpoena 

may have prompted the greater transparency. 

https://wallet.tether.to/richlist
https://wallet.tether.to/transparency
http://archive.is/0g0oR
https://omniexplorer.info/lookupadd.aspx?address=16tg2RJuEPtZooy18Wxn2me2RhUdC94N7r
https://omniexplorer.info/lookupadd.aspx?address=16tg2RJuEPtZooy18Wxn2me2RhUdC94N7r
https://github.com/tetherto/omnicore/releases/tag/0.2.99.s
https://tether.to/about-us/
https://web.archive.org/web/20171205215734/https:/tether.to/
https://web.archive.org/web/20171207063646/https:/tether.to/
https://web.archive.org/web/20171207063646/https:/tether.to/
https://blog.bitmex.com/chain-split-tokens/
http://archive.is/y3oem
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Bitfinex Senior Team Tether Team 

JL van der Velde (CEO) JL van der Velde (CEO) 

Giancarlo Devasini (CFO) Giancarlo Devasini (CFO) 

Philip Potter (CSO) Philip Potter (CSO) 

Stuart Hoegner (general counsel) Stuart Hoegner (GC) 

Matthew Tremblay (chief compliance 

officer) 

Matthew Tremblay (CCO) 

Paolo Ardoino (CTO) 
 

Chris Ellis (community manager)   

Tether and Bitfinex have essentially the same management team.  

(Source: Tether, Bitfinex) 

 

The Paradise Papers, released in November 2017, revealed that Bitfinex’s CFO and 

CSO are owners and directors of Tether respectively. There was already little doubt 

about the link between Tether and Bitfinex prior to full disclosure on Tether’s 

website. 

Figure 2 – Links between Bitfinex executives and Tether 

 
Tether management and owners.  

(Source: Paradise Papers) 

Some think that Tether may have previously implied that Bitfinex doesn’t control 

Tether. For example, Craig Sellars, a Tether founder and advisor — and a former 

CTO of Bitfinex — stated on Reddit in spring 2017: 

“Bitfinex is a customer of Tether. If Bitfinex wants more USD, they make a 

request to Tether, just like all other Tether customers. Tether waits for 

USD to show up, and when it does, creates the necessary tethers and 

credits Bitfinex.” 

That comment left much open to interpretation but certainly did not explicitly state 

that Bitfinex does not control Tether. In this comment, a month prior to the above 

one, Sellars specifically states that he and Bitfinex CSO Phil Potter were discussing 

how to improve Tether. Sellars was also open about his simultaneous involvements 

in Tether and Bitfinex, as his LinkedIn profile indicates: 

 

https://tether.to/about-us/
https://www.bitfinex.com/team
http://archive.is/x6naO
http://archive.is/cP0F6
http://archive.is/OnO44
http://archive.is/rpvmI
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• April 2014 to present: Tether founder and advisor 

• January 2015 to May 2016: Bitfinex CTO 

• April 2014 to May 2016: Tether founder and CTO 

 

We do not think there is evidence that Tether misled the public about Bitfinex’s 

involvement, which some have claimed. 

The Tether audit 

The Tether homepage states that: 

 

“Our reserve holdings are published daily and subject to frequent 

professional audits.” 

 

The accounting firm Friedman LLP (FLLP) published a report in September 2017 in 

which  it confirmed that the USD balances that Tether was supposed to hold. The 

report stated that as of 15 September 2017, a bank held $382,064,782 in an account 

in the name of Tether. 

 

However, the report did not disclose the names of any of the banks nor did it 

mention the jurisdictions in which the banks operate. The report also stated that: 

 

“FLLP did not evaluate the terms of the above bank accounts and makes 

no representations about the Client’s ability to access funds from the 

accounts or whether the funds are committed for purposes other than 

Tether token redemptions.” 

 

In January 2018, Tether ended its relationship with FLLP and explained with this 

emailed statement. 

 

“We confirm that the relationship with Friedman is dissolved.  Given the 

excruciatingly detailed procedures Friedman was undertaking for the 

relatively simple balance sheet of Tether, it became clear that an audit 

would be unattainable in a reasonable time frame. As Tether is the first 

company in the space to undergo this process and pursue this level of 

transparency, there is no precedent set to guide the process nor any 

benchmark against which to measure its success.” 

 

The statement indicates that there is a lack of transparency and the audit processes 

appears inadequate, or at least inconsistent with the promises made on the Tether 

website. This  likely contributed to the rumors in the cryptocurrency community — 

for example, claims that Tether is a Ponzi scheme. 

 

  

https://tether.to/
https://blog.bitmex.com/wp-content/uploads/2018/02/Final-Tether-Consulting-Report-9-15-17_Redacted.pdf
http://archive.is/lYqGA#selection-1585.0-1587.411
https://medium.com/@bitfinexed/bitfinex-never-repaid-their-tokens-bitfinex-started-a-ponzi-scheme-86a9291add29
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Lack of transparency does not necessarily indicate 

fraud 

Tether allows its users to send and receive USD. Transactions cannot easily be 

blocked and users require no permission — although one notable exception to this 

is Tether requiring all users to upgrade to a new client in order to block 

transactions, which is the cumbersome process that occurred after the $31 million 

hack. 

Tether also potentially allows users a degree of anonymity when making or 

receiving transactions. Its characteristics potentially make it attractive to criminals, 

just like Bitcoin. While those with the ability to issue and redeem Tether, such as 

exchanges, are required to go through approval and KYC processes, individual 

users can use Tether merely by generating a public/private key pair, again just like 

Bitcoin. 

Regulators are unlikely to be particularly happy about this and banks are likely to 

consider Tether with scepticism. Tether also requires the use of a bank, to hold the 

USD reserves required to back Tether. Many banks are likely to approach Tether 

cautiously and accepting Tether as a client may violate a bank’s compliance 

procedures such as rules meant to prevent money laundering. 

Therefore, Tether may have a problem: either the company may try to conceal 

aspects of how Tether operates from the reserve bank or the company may need 

to find a bank with compliance procedures that are not as strict as those of the 

most prominent financial institutions. We suspect that Tether may have struggled 

to find appropriate banking relationships and may have had accounts with many 

banks in many jurisdictions as it tried to find the right partner. We believe this is 

likely to be the primary reason for the apparent lack of transparency, rather than a 

lack of USD reserves. The transparency that some Tether stakeholders seem to 

expect may not be possible in the financial sector when the underlying activity is 

not clearly authorized or regulated by the authorities. 

The Bitfinex exchange may have revenues in excess of US$1 million per day during 

the recent crypto currency bubble (assuming 100,000 BTC volume per day, 0.1% 

commission, and a $10,000 BTC price). Even if Tether were experiencing problems, 

Bitfinex may have resources sufficient to bail out the system. This wealth may also 

remove some of the incentive to run a fraud or a Ponzi scheme of the type some of 

the Tether sceptics allege. 
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Financial data from Puerto Rico 

Rumors have been circulating that Tether may have some link to the 

unincorporated American territory of Puerto Rico. We decided to analyse public 

financial data to look for signs of unusual activity or strong growth. 

 

We noticed strong growth in the cash balance (and the deposit balance) in the 

International Financial Entities (IFE) banking category. This sharp increase in cash 

reserves could be related to Tether. It is also possible for this growth to be related 

to a non-Tether aspect of the crypto currency ecosystem — for example, plans to 

make Puerto Rico a crypto utopia. 

 

The chart below compares the value of Tether issued versus the deposit balance 

for the IFE banking category in Puerto Rico. The match is far from perfect and we 

cannot draw any strong conclusion from the data. It will be interesting to see what 

figures the regulators in the region produce going forwards. 

Figure 3 – Deposits in Puerto Rico financial entities versus the total amount of Tether issued 

 
Puerto Rico’s IFE aggregate deposits versus Tether in millions of USD. 

(Source: IFE Accounts, BitMEX Research, Coinmarketcap) 

 

  

http://caribbeanbusiness.com/puerto-rico-to-have-first-cryptocurrency-bank/
http://www.ocif.gobierno.pr/datos_estadisticas_eng.html
http://www.ocif.gobierno.pr/datos_estadisticas_eng.html
https://www.nytimes.com/2018/02/02/technology/cryptocurrency-puerto-rico.html
https://blog.bitmex.com/tether-addendum-new-financial-data-released-from-puerto-rico/
https://blog.bitmex.com/wp-content/uploads/2018/02/EFI-Accounts.pdf
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In addition to the growth of the total cash balance, we noticed that the cash balance 

was growing as a proportion of total assets, as the chart below illustrates. 

Figure 4 – Puerto Rico’s aggregate cash balance as a percentage of total assets 

  
Puerto Rico’s IFE aggregate cash as a proportion of total assets.  

(Source: IFE Accounts, BitMEX Research) 

 

This kind of balance-sheet structure is unusual. Normally, banks lend most of their 

assets and only keep a small balance as cash. The table below shows a simplified 

typical structure of bank balance sheets. 

 
Illustrative example of the balance sheets of a typical bank and a 100% reserve bank respectively.  
(Source: BitMEX Research) 

 

Full-reserve banking results in a different balance sheet, which should be 

detectable by financial analysts even when looking at macroeconomic data. As of 

the end of September 2017, the ratio of cash to total assets for this category of 

financial institution in Puerto Rico rapidly climbed to over 70%. This may indicate 

the presence of full-reserve banking in the territory and that the practice is growing. 

https://blog.bitmex.com/wp-content/uploads/2018/02/EFI-Accounts.pdf
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Full-reserve banking 

Full-reserve banking (also called 100% reserve banking) is when a bank does not 

lend deposits but keeps all deposited funds either in the form of physical cash or 

electronically on deposit at a custody bank or the central bank. Full-reserve banking 

is a fringe concept in modern finance often associated with the Austrian School of 

economics and libertarianism (or even a Bitcoin type of philosophy). Full-reserve 

banking is said to make the financial system less susceptible to credit expansion, 

something Bitcoin is also said to be able to achieve. The main benefit of this is that 

it could make the economy less likely to experience business cycles, as we 

explained in our earlier piece. 

 

Noble Bank 

 

We looked at all the financial institutions in the IFE category in Puerto Rico, and 

identified two banks which claim to be full-reserve banks: Euro Pacific International 

Bank and Noble Bank International. Full-reserve banks are rare, so while we can’t 

rule out the existence of any others, it may be unlikely that any others are 

operating. 

 

 
Extract from the list of registered IFEs in Puerto Rico. Noble is highlighted in red by BitMEX Research. 

(Source: Commissioner of Financial Institutions of Puerto Rico) 

 

Euro Pacific Bank is run by Peter Schiff, a well-known Austrian economist and 

Bitcoin sceptic. Due to this scepticism, we think it is unlikely that Schiff would 

become involved in a Bitcoin-related entity like Tether. 

https://blog.bitmex.com/bitcoin-economics-credit-expansion-part-2/
https://europacbank.com/products/time-deposits/
https://europacbank.com/products/time-deposits/
http://archive.is/wrQjV
https://blog.bitmex.com/wp-content/uploads/2018/02/EFI-List.pdf
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Noble Bank, however, is involved in the crypto space and therefore could be 

involved in Tether. Evidence of Noble’s involvement in cryptocurrency includes the 

following extract from a letter to the regulator that the bank sent in 2015: 

 

“Noble intend to operate an integrated financial market network for the 

trading, clearing, and settlement of real currency, Bitcoin and other digital 

currencies.” 

 

Noble is also the bank that entered into a Bitcoin-related business partnership with 

Nasdaq in 2015. We suspect that the growth in reserves in this section of the 

financial services industry in Puerto Rico is related to Noble Bank and 

cryptocurrency, whether this involves Tether. 

 

The founder and CEO of Noble Bank, John Betts, was also behind the 2014 Sunlot 

Holdings move to take over and potentially rescue MtGox. Sunlot was backed by 

Brock Pierce, one of the founders of Tether. 

 

Of course, a previous professional relationship between the Noble Bank CEO and 

one of the Tether founders proves nothing, and the blockchain ecosystem is a small 

space so such connections are likely. We would like to emphasize that even if Noble 

Bank is the primary reserve bank of Tether, none of this is evidence that Noble Bank 

has done anything inappropriate or illegal. 

In a Medium post, Noble describes how it lets “clients to create their own pools of 

credit” and explains the structure of this system with the following illustration. 

 

 
(Source: Medium) 

 

https://blog.bitmex.com/wp-content/uploads/2018/02/nobel.pdf
https://www.coindesk.com/nasdaq-bitcoin-marketplace-noble/
https://dealbook.nytimes.com/2014/11/25/mt-gox-bankruptcy-trustee-to-tap-kraken-exchange-in-repaying-creditors/
https://www.reuters.com/article/us-bitcoin-mtgox-settlement/bitcoin-traders-settle-class-actions-over-failed-mt-gox-exchange-idUSBREA3S02W20140429
http://archive.is/qtVYe
https://medium.com/@noblebankint/noble-bank-international-the-next-generation-bank-designed-for-fx-otc-post-trade-services-d79dc6298f81
http://archive.is/wrQjV
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It is possible that the above model could be the underlying structure behind Tether, 

and this could explain how it is backed by US dollars. This would indicate the USD 

that back Tether are inside the Puerto Rican banking system with the reserves held 

by BNY Mellon, Noble’s custody bank, which is the largest custody bank in the 

world. If true, this would imply that Tether is not a Ponzi scheme, since the USD 

reserves are present and being reported to the authorities, and that the reserves 

may be relatively safe. Although, as we explain later in this report, this should not 

provide complete comfort for Tether holders in the long term. 

Case studies 

As we mentioned above, Tether has the following characteristics: 

• No permission is required to send or receive Tether. 

• Transactions cannot be easily blocked. 

• Tether users may be able to obtain a degree of anonymity. 

These characteristics may make the system attractive for criminals and money 

launderers — and if criminal activity becomes too prevalent, the authorities may 

wish to shut the system down. This has already happened numerous times in the 

past, as the case studies below demonstrate. In a later report, we may dig into the 

history of these case studies in more detail. 
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Liberty Reserve (2006-2013) 

 

Liberty reserve was a Costa Rica-based centralized digital currency service that let 

users send and receive USD-denominated payments over the Internet. Payments 

could be made using email addresses and there was no procedure to identify those 

using the system. In 2013, Costa Rican authorities closed the service, accusing the 

system of facilitating the laundering of US$6 billion of criminal proceeds in 

the indictment. The founder of the service was arrested and sentenced to prison. 

The BBC described the service as follows: 

“Cash could be put into the service using a credit card, bank wire, postal 

money order or other money transfer service. It was then “converted” into 

one of the firm’s own currencies – mirroring either the Euro or US dollar – 

at which point it could be transferred to another account holder who 

could then extract the funds.” 

 

GoldAge (1999-2006) 

Prior to founding Liberty Reserve, the same founders ran GoldAge, a gold-based 

payment platform that was also shut down by the authorities. As the US Justice 

Department put it: 

 

“The defendants had transmitted at least $30 million to digital currency 

accounts worldwide since beginning operations in 2002. The digital 

currency exchanger, GoldAge, received and transmitted $4 million 

between January 1, 2006, and June 30, 2006, as part of the money 

laundering scheme.” 

 

e-Bullion (2001-2008) 

 

e-Bullion was a centralized Internet-based gold-payment system. In 2008, the co-

founder of the system was murdered. As a result, the US government confiscated 

the company’s assets and the system was shut down. 

 

  

http://www.bbc.com/news/technology-22680297
https://blog.bitmex.com/wp-content/uploads/2018/02/Liberty-Reserve-et-al.-Indictment-Redacted.pdf
http://www.bbc.com/news/technology-22680297
http://archive.is/aC2lD
http://latimesblogs.latimes.com/homicidereport/2008/07/century-city-wo.html
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DigiCash (1994-1998) 

 

Perhaps one of the most interesting of the centralised pegged-payment platforms 

was DigiCash. Developed by David Chaum, DigiCash had strong 

anonymity technology based on blind signatures built into the system. The 

platform resembled modern distributed anonymity-based tokens like Monero. 

Although DigiCash was centralised, the operator was unable to obtain details about 

the transactions because everything was anonymous, and therefore the 

transactions themselves were, in a sense, fully censorship resistant. However, the 

company eventually failed and in 1998 filed for bankruptcy. 

Censorship resistance has two sides: one, that transactions themselves cannot be 

blocked and the second being that the entire system cannot easily be shut down. 

The first is relatively easy to achieve though anonymity-based technology such as 

ring signatures, while the second is more challenging. 

The US Justice Department lists other examples of shut-down Internet-based 

payment systems, including the following. 

 

  

https://blog.bitmex.com/wp-content/uploads/2018/02/Chaum.BlindSigForPayment.1982.pdf
http://archive.is/aC2lD


Research - A Series on Tether 18 February 2018 14 

 

 
 

E-gold (1996-2007) 
 

 

“In April 27, 2007, a federal grand jury in Washington, D.C., indicted two 

companies operating a digital currency business and their owners. The 

indictment charges E-Gold Ltd., Gold and Silver Reserve, Inc., and their 

owners with one count each of conspiracy to launder monetary 

instruments, conspiracy to operate an unlicensed money transmitting 

business, operating an unlicensed money transmitting business under 

federal law, and one count of money transmission without a license under 

D.C. law. According to the indictment, persons seeking to use the 

alternative payment system E-Gold were only required to provide a valid 

Email address to open an E-Gold account–no other contact information 

was verified. The indictment is the result of a 2½-year investigation by the 

U.S. Secret Service with cooperation among investigators, including the 

Internal Revenue Service (IRS), the Federal Bureau of Investigation (FBI), 

and other state and local law enforcement agencies. According to Jeffrey 

A. Taylor, U.S. Attorney for the District of Columbia, “The defendants 

operated a sophisticated and widespread international money remitting 

business, unsupervised and unregulated by any entity in the world, which 

allowed for anonymous transfers of value at a click of a mouse. Not 

surprisingly, criminals of every stripe gravitated to E-Gold as a place to 

move their money with impunity.” 

 

ShadowCrew 

 

“On June 29, 2006, Andrew [Mantovani] was sentenced to 32 months in 

federal prison for cofounding Shadowcrew.com, an international online 

discussion forum with more than 4,000 members, many of whom 

specialized in identity theft and fraud. Shadowcrew members sent and 

received payments for goods and criminal services through digital 

currencies. One indicted member, Omar Dhanani, operated an illegal 

currency exchange, providing members a money laundering service in 

digital gold by anonymously converting their illicit cash. Dhanani stated 

that Shadowcrew members used digital gold in order to avoid traditional 

banking systems. A yearlong investigation by the U.S. Secret Service led to 

the October 2004 arrest of 21 individuals in the United States, with several 

other arrests in foreign countries.” 

 

 

 

  



Research - A Series on Tether 18 February 2018 15 

 

 
 

 

Western Express International Currency Exchange Company (2002-2005) 
 

“On February 22, 2006, Vadim Vassilenko, Yelena Barysheva, and Alexey 

Baryshev were indicted by the state of New York for operating an illegal 

check-cashing and money transmittal business from 2002 through 2005. 

Their company, Western Express International, acted as a currency 

exchanger, knowingly exchanging criminal proceeds for digital currencies. 

Through its web sites, Western Express actively solicited overseas clients 

in eastern Europe, Russia, and the Ukraine to operate illegally in the 

United States. Clients using fictitious, often multiple identities committed 

a variety of cyber crimes, such as reshipping, phishing, spoofing, and 

spamming. Items purchased with stolen credit card numbers were resold 

for digital gold, which was further laundered through Western Express. A 

total of $25 million flowed through the company’s bank accounts over the 

4-year period, in violation of New York banking regulations.” 
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Conclusion 

History has shown that centralised systems with certain characteristics (censorship 

resistance or anonymous transactions) tend to get shut down by the authorities. 

Tether shares some of the same characteristics as these extinguished services so it 

may also attract criminals and ultimately suffer the same fate. 

In our view, Tether has two choices: 

1. Reform the system to include KYC/AML procedures that allow the 

operator to easily block transactions or freeze funds. In order to do this, 

Tether may need to fundamentally change its technological architecture 

and perhaps leave the public blockchains. Essentially, Tether would just 

be turning into a traditional (or full-reserve) bank. 

2. Continue as is and risk being be shut down by the authorities at some 

point. 

If Tether is shut down, there is a risk that some users may lose access to their funds, 

perhaps temporarily. We do not recommend holding Tether for the long term, but 

not for the reasons some of the sceptics typically pronounce. We think that criminal 

usage of Tether is likely to be relatively low because of the use of Tether for financial 

speculation, which is probably the system’s dominant use case. Furthermore, we 

have not found any evidence of criminals using Tether to launder funds. As it 

stands, we think an imminent shutdown is unlikely. 

The case studies above illustrate the two angles to censorship resistance (individual 

transactions and the system as a whole) and what distributed crypto tokens need 

to achieve in order to be sustainable in the long run. If a payment system cannot 

block transactions, doesn’t require permission for use, or offers anonymous use, it 

will probably eventually be shut down. This could be just as true for systems like 

Tether and Ripple as it was for Liberty Reserve, E-gold, and DigiCash. A potential 

way around this is to try to build a distributed system that cannot be shut down 

(i.e., censorship resistance for the system as a whole).  Whether Bitcoin or other 

proof-of-work-based systems can achieve this is still unproven, in our view. 

 

  

https://blog.bitmex.com/the-ripple-story/
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Part 2 – 19 March 2018 

 

Following our earlier research piece on Tether a few weeks ago, further financial 

information has just been released by Puerto Rico. The new data supports our 

speculation that Noble Bank could be Tether’s primary reserve bank and that the 

region may be a major cryptocurrency centre. 

 

Over the weekend, the Commissioner of Financial Institutions of Puerto Rico 

released aggregate financial-system data for the calendar year ended 2017. Bank 

deposits in the International Financial Entities (IFE) category, which includes Noble 

Bank, were $3.3 billion, up 248% in the quarter ended December 2017. Total assets 

in the category were $3.8 billion, up 161% in the quarter. This extraordinary growth 

coincides with a large increase in value of cryptocurrency assets, which has likely 

resulted in large cash inflows into cryptocurrency-related banks. 

Over the same period, the value of Tether in issue has increased by 215% to $1.4 

billion. This new data supports the thesis in part one of this piece on Tether, in 

which we speculated that Noble Bank is Tether’s primary reserve bank. 

 

We have updated the chart below from the version in our earlier piece above, with 

an initial data point for the end of 2017. This chart illustrates the sharp growth in 

bank deposits in the IFE category in Puerto Rico, coinciding with the recent 

cryptocurrency boom. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://blog.bitmex.com/tether/
https://blog.bitmex.com/tether/
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Figure 5 – Deposits in Puerto Rico financial entities versus the total amount of Tether issued (updated) 

 
Puerto Rico’s IFE aggregate deposits versus the Tether balance in millions of USD.  

(Source: IFE Accounts, BitMEX Research, Coinmarketcap) 

 

Cash as a percentage of total assets (an indication of full-reserve banking) also 

increased in the quarter, from 72.2% to 85.8%. This also indicates cryptocurrency 

or Tether-related activity, as we explained in the previous piece. 

Figure 6 – Puerto Rico’s aggregate cash balance as a percentage of total assets (updated)  

 
Puerto Rico’s IFE aggregate cash balance as a percentage of total assets.  

(Source: IFE Accounts, BitMEX Research)  

https://blog.bitmex.com/wp-content/uploads/2018/03/companie_IFE.pdf
https://blog.bitmex.com/wp-content/uploads/2018/03/companie_IFE.pdf
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Part 3 – 10 July 2018 

 

Following our earlier research pieces on Tether, financial information from Q1 2018 

has been released by the financial regulators in Puerto Rico, providing more 

evidence of the impact of Tether. In addition to this, a source close to Tether has 

confirmed to us that the speculation in our initial report is correct. 

 

After our earlier speculation that Noble Bank in Puerto Rico was Tether’s primary 

reserve bank, a few months later in May 2018 Bloomberg released an article further 

substantiating our claims. As Bloomberg put it: 

 

“According to three people with knowledge of the matter, Noble Bank 

International, based in San Juan, Puerto Rico, took over banking duties for 

Bitfinex last year.” 

 

In addition to the above, BitMEX Research has also now spoken to people close to 

Tether, who have also confirmed the reliability of most of the claims in our February 

2018 report. Our initial discovery was based on the disclosure of data from the 

financial regulator in Puerto Rico, who have recently provided the latest update, for 

the quarter ended March 2018. In our view, the data continues to support our initial 

speculation. 

New financial data for Q1 2018 

Bank deposits in the International Financial Entities (IFE) category, which includes 

Noble Bank, were $3.5 billion, up 6.9% in the quarter. Total assets in the category 

were $4.1 billion, up 7% in the quarter. This moderate growth coincides with a 

moderate increase in the volume of crypto-coin trading, which has likely resulted 

from the continued growth of the Tether balance and crypto-coin ecosystem, 

moderated by crashing crypto-coin prices in the quarter. In the quarter, the value 

of Tether in issue increased by 62.7% to $2.3 billion. 

We have updated the chart below from the version in our earlier piece, which 

compares the Tether balance with the deposits in the banking category in Puerto 

Rico which contains Noble Bank. 

  

https://blog.bitmex.com/tether/
https://www.bloomberg.com/news/articles/2018-05-24/bitfinex-said-to-find-bank-in-puerto-rico-after-wells-fargo-exit
https://blog.bitmex.com/tether/
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Figure 7 – Deposits in Puerto Rico financial entities versus the total amount of Tether issued (updated) 

 
Puerto Rico’s IFE aggregate deposits versus the Tether balance in millions of USD.  
(Source: IFE Accounts, BitMEX Research, Coinmarketcap) 

  

Cash as a percentage of total assets (an indication of full-reserve banking) also 

increased in the quarter, from 85.8% to 91.0%. This also indicates crypto-coin or 

Tether-related activity, as we explained in the previous piece. 

Figure 8 – Puerto Rico’s aggregate cash balance as a percentage of total assets (updated)  

 
Puerto Rico’s IFE aggregate cash balance as a percentage of total assets.  
(Source: IFE Accounts, BitMEX Research) 

  

In the quarter the regulator appears to have changed the name of the Tether 

balance, to “Deposits, money market investments and other interest-bearing 

balances” from “Cash in banks“. We do not view this as suspicious. 

  

https://blog.bitmex.com/wp-content/uploads/2018/07/companie_IFE-2018-q1.pdf
https://blog.bitmex.com/wp-content/uploads/2018/07/companie_IFE-2018-q1.pdf
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Part 4 – 02 October 2018 

 

Bloomberg is reporting that Noble Bank, which back in February 2018 

we speculated could be Tether’s primary reserve bank, may be facing financial 

difficulties. Tether is said to be diversifying away to other banks and this hypothesis 

is supported by Q2 financial data from Puerto Rico. 

Bank deposits in the International Financial Entities (IFE) category, which includes 

Noble Bank, were $2.9 billion, down 18.4% in the quarter. This is despite continuing 

growth of  Tether, which is illustrated in the below chart. In our view, this data 

supports the assertion that Tether is moving its reserves out of Noble and into 

other banks outside of Puerto Rico. BitMEX Research has also been informed by 

Tether insiders that the Tether funds have been diversified into other banks. 

Figure 9 – Deposits in Puerto Rico financial entities versus the total amount of Tether issued (updated) 

 
Puerto Rico’s IFE aggregate deposits versus the Tether balance in millions of USD.  
(Source: IFE Accounts, BitMEX Research, Coinmarketcap) 

  

Bloomberg are also commenting on the financial data from Puerto Rico, stating: 

“Puerto Rico has seen a surge of cash related to cryptocurrencies. By the 

end of 2017, cash and equivalents held by so-called international financial 

entities, such as Noble, soared to $3.3 billion from $191 million a year 

earlier, according to data from Puerto Rico’s bank regulator. As of June 30 

this year, the total had dropped to $2.6 billion. The majority of that money 

on the island was held by Noble, people familiar with the matter said 

earlier this year.” 

Bloomberg is also reporting that Bank of New York Mellon is no longer Noble’s 

custody bank.  Tether’s hunt for more reserve banks continues.  

https://www.bloomberg.com/news/articles/2018-10-02/puerto-rico-s-cryptocurrency-bank-noble-is-said-to-seek-sale
https://blog.bitmex.com/tether/
https://blog.bitmex.com/wp-content/uploads/2018/07/companie_IFE-2018-q1.pdf
https://www.bloomberg.com/news/articles/2018-10-02/puerto-rico-s-cryptocurrency-bank-noble-is-said-to-seek-sale
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Disclaimer 
 

Transacting on BitMEX is not offered or available to any resident of (I) the United States 

of America, (ii) Cuba, Crimea and Sevastopol, Iran, Syria, North Korea, Sudan, or any other 

sanctioned jurisdiction, or (iii) any jurisdiction where the services offered by BitMEX are 

restricted. 

 

This material should not be the basis for making investment decisions, nor be construed 

as a recommendation to engage in investment transactions and is not related to the 

provision of advisory services regarding investment, tax, legal, financial, accounting, 

consulting or any other related services, nor is a recommendation being provided to buy, 

sell or purchase any good or product. 

 

Any views expressed are the personal views of the authors of the report. BitMEX (or any 

affiliated entity) has not been involved in producing this report and the views contained 

in this report may differ from the views or opinions of BitMEX. 

 

The information and data herein have been obtained from sources we believe to be 

reliable. Such information has not been verified and we make no representation or 

warranty as to its accuracy, completeness or correctness. Any opinions or estimates 

herein reflect the judgment of the authors of the report at the date of this communication 

and are subject to change at any time without notice. BitMEX will not be liable whatsoever 

for any direct or consequential loss arising from the use of this 

publication/communication or its contents. 
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